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CAC Home Installation Guide
Purpose:

This document provides instructions for the end-user on how to setup a home workstation to operate CAC for logging into the AKO using PIN login.
Instructions:
1. Right-click on your Desktop.  Select New, then select Folder.  Type ActivClient as the name of the folder
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2. Next, Logon to the AKO (https://www.us.army.mil)

3. At the top of the page, Select Quick Links, then select CAC, and then select CAC Resource Center
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Obtaining and Installing a CAC Reader:
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Select “Step 1: Obtaining a CAC Reader”.  Review and ensure that the appropriate steps have been taken to procure a CAC reader. 

2. Select “Step 2: Installing a CAC Reader.” Follow the instructions shown on the web page that correspond to the type of smart card reader you are installing.
Installing Root Certificates:
Select “Step 3: DoD Certificates” 
1. Read the instruction on the page.  In the middle of the page, there is a hyperlink that reads DoD Certificates.  Select it to install the root certificates.  Select Run when prompted.
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InstallRoot is a small program that installs the DoD (Department of Defense) Root
‘and DoD trusted External Certificate Authority (ECA) certificates into Microsoft
products such as:

Internet Explorer and Outlook.

Note: You do not need administrative rights to run this program. (Unless you are
on a Government owned Vista compuer).

DOD InstallRoot 3.12 was issued on 19 March 2009
Download the latest oD Certificates Select Run when prompted, you vill see a
black screen flash up, Text scroling up the screen.  This program just

installed the latest DoD certificates to your computer. I you are being prompted to
register to get the DoD certificates, consider getting them from here instead.





2. The executable file will automatically install Root Certificates v3.12A.  Please wait while this takes place
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Installing ActivClient:
1. Select “Step 4: ActivClient” from the left side in the “CAC Installation Quick Start” section.
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2. Note:  follow instructions in the area titled “ActivClient Enables Your CAC Reader to Communicate with Windows” 
3. To begin the download, Click on the blue link from the area according to the type of Windows Operating System for your computer.  The download begins/opens in a new window. You may refer back to the AKO instructions page or continue below.
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Windows 7 (32bit), Vista (32bit), or XP users download ActivClient from:
https://www.us.army.mil/suite/folder/21154519
Click on link titled: ActiveClient CAC x86 6.2 (15,222.5 K8 msi file) select Save (save it to your
computer), then follow Installation Instructions below.

Here is how to find out which version of Vista or Windows 7 you have: Right click Computer,
Select Properties. Under System, System type you will see either 32 or 64-bit Operating System.

Vista (64 bit) or Windows 7 (64 bit) users download ActivClient from:

https://www.us.army.mil/suite/folder/21154526
Click on link ttled: ActivClient CAC x6% 6.2 (12,316.5 KB mi file) select Save (save It to your
computer) , then follow Installation Instructions below.

Installation Instructions:

Double click the file you just downloaded, Nexi, Select "I accept the terms..." Next, verify Typicalis

already selected. Aexi, Instal, (It may pause at this screen for a litte while, be patient. Vista & 7 may
prompt you to allow the following program to install software on this computer?, Select Yes. Uncheck
the Show the readme file box (unless you want to read i). Hit Finish. You may be prompted to restart
' your computer. Twas for 64 bit, but not for 32 bit Windows 7).

If you receive Access Denied trying to access the folders above it is because your
account type is not listed as US Army
(If you are not part of the ARMY click here for your options)

1Fyou fes thatyour account s Isted incorrecty, contact the help desk o getyour account corrected 866-335-ARMY (2769)




4. For the ActivClient packet, select the link entitled ActivClient  CAC…6.2 based on your operating system type (32bit) or (64bit). Select Save and then Save the file to your Desktop in the ActivClient Folder you created in the beginning.
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5. Next, open the ActivClient folder that you created on your desktop.  Double Left Click the ActivClient CAC…6.2.msi file.   
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6. Note: Follow the Installation Wizard ActivClient Installation.
7. Select Run on the Windows Installer.
8. Click Run again, if prompted a second time by the Windows Installer.
9. Select Next on the Welcome screen.
10. You will see the License Agreement.  Select “I accept the terms in the license agreement” and select Next. 
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11. Choose Typical Setup type and Select Next
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12. Select Install
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13. Note: Please wait while install takes place.

14. Uncheck the “Show the readme file” and Select Finish.
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Vista Settings:
1. Go to the AKO, Select Tools, Select Internet Options, Select the Security tab, Select Trusted Sites and then Select Sites.
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2. Uncheck Require server verification (https:) for all sites in this zone.  Type *.us.army.mil(only if it doesn’t already have it typed in for you)  and Select  Add
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3. Check Require server verification (https:) for all sites in this zone. Select Close.
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4. Select OK and Reboot your computer
If the above does not work, as a last result you may need to apply the below:

1. Click Tools in the upper right hand corner of the browser. Click Internet Options 
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2. Click the Security tab.  Click the Internet Icon.
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3. Drag the Allowed Levels for this Zone to Low.  Uncheck Enable Protect Mode.
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4. Click the Apply button then Select OK. Close, and restart Internet Explorer. 

Registering your CAC with AKO/DKO:

To register your CAC you will need to have:
· A valid CAC

· A computer with a CAC reader with the correct CAC middleware installed. 

· AKO/DKO username and password.

· CAC certificates registered with Internet Explorer (IE). 

· If you are using a government computer, this should be done automatically.  

· If you need assistance with registering your certificates with IE, you will need to contact your local network administrators.

Once the above requirements are met, log in to AKO with your username and password.  If you need a password for your AKO/DKO account, please Click Here for instructions on how to reset your password. 

1. Select Quick Links. Select CAC.  Select My CAC Information.
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2. Click on the Register button.  If you do not see a button to register your CAC but you see your CAC information, please Click Here for information on how to register a newly issued CAC.
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Depending on the computer you are using and if the information is cached, you may not see all the remaining steps.

 
3. Select your digital certificate.  You will need to choose the certificate that is associated with your CAC.  If you have multiple certificates, you would need to choose the certificate that matches your CAC.  Enter your CAC pin when the box comes up prompting for it. 
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4. Enter your AKO/DKO password when the box comes up prompting for it. Select Register my Certificate.
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Once you have registered your CAC, you can log out of AKO/DKO.  Close the web browser, reopen the web browser and go back to the AKO/DKO login page and click on CAC Login.

Further Help:

IA CAC / PKI Home Page on AKO
Note: You must log on to AKO first to access the home page.

URL: https://www.us.army.mil/suite/page/326196
Toll Free 866-738-3222

Fax: 703-602-7228

IA CAC/PKI Helpdesk: iacacpki.helpdesk@us.army.mil
